
BRECKLAND COUNCIL 
 
Report of the Head of Internal Audit to the 
AUDIT COMMITTEE – 23 November 2012 
 
Updating of Strategic and Annual Audit Plans for 2012/13 to reflect the Outcomes of a 
recently performed Computer Audit Needs Assessment 
 

1. Purpose of Report 

1.1 This report details the outcomes of the Computer Audit Needs Assessment exercise 
carried out between August and September 2012, which was requested by Corporate 
Management Team when draft audit planning proposals for 2012/13 were being 
considered in January 2012.  The views of 4 key IT officers were canvassed to obtain 
an insight into what they believed were the overarching risks facing the IT environment 
at the Council, after which 2 separate analyses were performed by Deloittes’ Senior 
Computer Audit Manager.   The first analysis reviewed 36 potential discrete auditable 
areas, representing the pivotal aspects of the IT environment, whilst the second 
analysis focused on the authority’s key applications and upcoming projects.   Risk 
priority ratings were then used to compile a proposed Strategic Computer Audit Plan 
and 4 successive Annual Computer Audit Plans. 

1.2 The Computer Audit Needs Assessment process has now confirmed where computer 
audit focus should be targeted both this year, in terms of prioritising where an 
approved provision of 21 planned days should subsequently be assigned, and to 
determine where computer audit input would be most beneficial in future years and 
what level of resources would be required to facilitate delivery of the range of 
assignments being put forward.    

 

2. Recommendations 
 It is recommended that the Committee: 
2.1 Approve the proposed Strategic and Annual Computer Audit Plans documented within 

the Computer Audit Needs Assessment Final Report, the amended Strategic Audit 
Plan for 2012/13 to 2014/15, the reworked Annual Audit Plan for 2012/13 and the 
updated Summary of Internal Audit Coverage for 2012/13. 

 
Note:  In preparing this report, due regard has been had to equality of opportunity, 
human rights, prevention of crime and disorder, environmental and risk management 
considerations as appropriate.  Relevant officers have been consulted in relation to any 
legal, financial or human resources implications and comments received are reflected in 
the report. 
 

3. Information, Issues and Options 

3.1 Background 

3.1.1 In accordance with the Audit Strategy and Annual Audit Plan for 2012/13, approved by 
the Audit Committee on 3 February 2012, it was agreed that Deloittes’ Senior 
Computer Audit Manager would carry out a Computer Audit Needs Assessment on 
behalf of the Council during Quarter 1 of 2012/13, and would use the outcomes of this 
work to inform current and future years’ computer audit focus.   Corporate 
Management Team had originally voiced concerns when the Head of Internal Audit 
was developing draft audit planning proposals in January 2012, and had queried the 
value of some computer audit projects scheduled for delivery in 2012/13 and 2013/14.   
These assignments had been identified in the course of a previous Computer Audit 
Needs Assessment process performed in November 2010, and it was subsequently felt 
that corporate priorities and risks had changed in the intervening period, and that 
existing computer audit provisions should therefore be re-evaluated and updated. 

3.1.2 Completion of the Computer Audit Needs Assessment in the early part of 2012/13 was 



not however possible.   Delays to its delivery were initially because the then Senior 
Computer Audit Manager felt that the process required further enhancement and as a 
consequence, embarked on overhauling the current arrangements and rewriting some 
of the working practices to be followed.   There were then changes in personnel with a 
new Senior Computer Audit Manager being appointed after the existing post holder left 
Deloittes’ employ.   Thereafter, problems were experienced when looking to agree the 
scheduling of the work with client officers.   Consequently, the requisite work did not 
proceed until the end of August 2012, with the draft audit report being issued in early 
October 2012.   Management responses were received on 5 November 2012, and after 
some further discussion with the ICT/Customer Manager, the final audit report was 
generated and circulated on the same day.  

3.1.3 The format of the Computer Audit Needs Assessment as mentioned above has 
undergone some transformation since the last exercise was carried out in 2010/11.    
The number of auditable areas, originally 41 has since reduced to 36, to ensure that 
review work is specifically tailored to the Council’s IT environment.   With this in mind, it 
was recognised that the Council does not have any wireless networks, there is no 
separate e-mail archiving function (instead this is covered by the Exchange Server and 
Email area), and responsibilities for individual areas such as availability, capacity, 
configuration, incident and problem, and service management items – all of which are 
important elements of an ITIL based framework, are handled differently by an 
organisation the size of Breckland Council to that of other organisations, so instead 
these aspects will be evaluated via the aspects of control and release management, 
service desk and support contract monitoring. 

3.1.4 In the past, IT backup arrangements had also been incorporated into a range of 
application audits, whereas it is now considered more efficient to examine the 
corporate solution in place, which is applied to all systems.   This therefore features in 
the new methodology now adopted and the corresponding computer audit needs 
assessment undertaken at Breckland Council in August 2012. 

3.1.5 In order to subsequently determine what revised computer audit coverage is necessary 
to meet the recognised needs of the Council, there has been consultation with 4 key 
officers, after which proposals arising from the main findings of the exercise were 
agreed with senior management and the Head of Internal Audit. 

3.2 Outcomes of the Computer Audit Needs Assessment on the Annual Audit Plan for 
2012/13 

3.2.1 When formulating the audit report setting out the outcomes of the Computer Audit 
Needs Assessment, it should be appreciated that additional paragraphs have been 
included, compared with previously, affording more detailed explanations as to the 
proposed scheduling of audits, drawing on such factors as to when these areas were 
lasted audited, if relevant, the assurance level that had been provided formerly and a 
recognition of any future developments within the authority that have influenced the 
timing of next reviews.   

3.2.2 With reference to computer audit coverage earmarked for completion in 2012/13, there 
was an acceptance that the reviews of the Cash Receipting application and Revenues 
and Benefits Electronic Document Record Management System should still go ahead, 
but that remaining planned days, i.e. 21 in total, should be allocated to Network 
Infrastructure and Security.    The previous Computer Audit Needs Assessment 
exercise had earmarked Business Continuity, Project or Programme Management and 
the Planning Application for scrutiny, entailing 27 days to conduct these 3 pieces of 
work.   We have discussed the Network Infrastructure and Security audit with senior 
management and it can be accommodated in early March 2013. 

3.2.3 The pattern of audit focus has likewise changed in relation to 2013/14.   The 
combination of audits identified previously had encompassed Data Centre, Back Up 
and Disaster Recovery as one project, and two applications – the Finance system and 
the Revenues and Benefits system.   The updated proposals still acknowledge that 
Data Centre, Back Up and Disaster Recovery should be reviewed as one audit, whilst 



Business Continuity is additionally required; however there is also a move away from 
application reviews with the IT Infrastructure evaluated instead, concentrating on 
Firewalls and Telecoms, and Voice Over IP technology. 

3.2.4  The latest Computer Audit Needs Assessment has a suggested programme of work 
for 2014/15 and 2015/16 too, although it is important to note that the current Internal 
Audit Services Contract comes to an end in September 2014, so the complexion of 
future audits may well change again, depending on the Internal Audit Service delivery 
model that the Council seeks to adopt from that point forward. 

3.2.5  Having identified the composition of computer audits required this year and in ensuing 
years, there is also an on-going need to revisit agreed actions arising from previous 
audit work to confirm progress made to address internal control weaknesses and/or 
introduce enhancements to existing operational arrangements.   Hence, the Strategic 
and Annual Computer Audit Plans contained within the Senior Computer Audit 
Manager’s report, continue to advocate that follow up work is undertaken twice yearly 
and corresponding provision has thus been made year-on-year to permit this. 

3.2.6 By adopting the proposals generated by the recently executed Computer Audit Needs 
Assessment, 51 audit days are confirmed as required in 2012/13. 

3.3 Options/Decision sought 

3.3.1 The Audit Committee is requested to note the findings of the Computer Audit Needs 
Assessment and approve the amended planned audit coverage for the period 
2012/13 to 2015/16 as recorded in the amended Strategic Audit Plan for 2012/13 to 
2014/15, the updated Audit Plan for 2012/13 and the expanded Summary of Internal 
Audit Coverage for 2012/13. 

3.4 Reasons for Recommendation(s) 

3.4.1 Adoption of the proposals arising from the Computer Audit Needs Assessment will 
ensure that specialist computer audit input is being properly targeted and thus used 
to best advantage.   The use of resources in this way will ensure that areas at risk 
within the Council are examined in an appropriate order of priority. 

4. Risk and Financial Implications 

4.1 Risk  

4.1.1 I have considered the appropriate risks when compiling this report, and have 
acknowledged their impact in the report and accompanying appendices, as they 
apply to the system of internal control, risk management and corporate governance. 

4.2 Financial  

4.2.1 None  

5. Legal Implications 

5.1 None. 

6. Other Implications    

a) Equalities: None 

b) Section 17, Crime & Disorder Act 1998: None 

c) Section 40, Natural Environment & Rural Communities Act 2006: None 

d) Human Resources: None 



e) Human Rights:  None 

f) Other:  None 

7. Alignment to Council Priorities 

7.1 The Computer Audit provisions being put forward will ensure that the Council’s IT 
orientated business activities and the internal control environment in which staff and 
services operate, are satisfactorily reviewed on a cyclical basis, thereby contributing 
to the achievement of the Council’s priorities. 

8. Ward/Community Affected 

8.1 All 

 
Background Papers 
None 
 
Lead Contact Officer: 
Name/Post: Sandra King, Head of Internal Audit 
Telephone: 01508 533863 
Email: scking@s-norfolk.gov.uk 
 
Key Decision Status (Executive Decisions only): 
Non-key 
 
Appendices attached to this report:  
Appendix 1: The Computer Audit Needs Assessment Report 
Appendix 2: Amended Strategic Audit Plan – April 2012 to March 2015 
Appendix 3: Amended Annual Audit Plan –April 2012 to March 2013 
Appendix 4: Amended Summary of Internal Audit Coverage for 2012/13 
 
 


